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Swisslog Healthcare
11325 Main Street
Broomfield, CO 80020

800.764.0300
healthcare.us@swisslog-healthcare.com
swisslog-healthcare.com

Date: Nov. 1, 2022

Subject: CVE-2022-3602 and CVE-2022-3786

Vulnerability Name: OpenSSL 3.0.0-3.0.6

Vulnerability Type: Remote Code Execution (RCE) and Denial of Service (DOS)

Information: swisslog-healthcare.com/en-us/customer-care/securityinformation/cve-disclosures

Summary

A Remote code execution and denial of service vulnerabilities were discovered in OpenSSL
3.0.0-3.0.6. It has been determined that these vulnerabilities DO NOT affect Swisslog
Healthcare applications including AutoPharm, BoxPicker, Delivery Manager, DreamTec,
EvoTec, IMS, InSite, MedPortal, MoveTec, Pharmacy Manager, PillPick, Sibilla, TheraPick,
TransLogic, TranspoNet, TwinTec, and UniPick software applications.

Affected Products

The following table lists the product impacted by the vulnerabilities listed above and the current
state of remediation planning:

Product Fix Version Target Release Date

No impact to Swisslog No remediation required N/A
Healthcare software
applications




Workaround and Mitigation

None required.

General Security Recommendations

None required.

Vulnerability Classification

High-severity that does not apply to Swisslog Healthcare software applications.

Recommended Actions

None required.

Credits

None applicable.

Support and Contact Information
Product Technical Support

— Phone 24/7 support: 800-396-9666
Report a New Security Finding
— swisslog-healthcare.com/en-us/customer-care/security-information

— product-security@swisslog-healthcare.com

swisslo @
www.swisslog-healthcare.com healthcare WV >



	Summary
	Affected Products
	Workaround and Mitigation
	General Security Recommendations
	Vulnerability Classification
	Recommended Actions
	Credits
	Support and Contact Information

